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Abstract: The integration of Information Systems (ISs) has expanded beyond single
organizations to multi-organizational ecosystems, raising critical security and privacy
challenges. Traditional centralized models, often controlled by BigTechs, create risks
such as data misuse and vendor dependency. This paper explores decentralized
integration as a solution, emphasizing privacy, security, and technological sovereignty.
We highlight key challenges, including scalability, efficiency, and the adoption of Trusted
Execution Environments (TEEs). To advance this field, we propose a Grand Challenge
for IS: the development of privacy-oriented decentralized integration solutions.
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1. What is your idea, vision, or reflection on the challenges in Information
Systems in Brazil for the next 10 years?

Information Systems (ISs) must interoperate to enhance functionalities and enable cross-
domain integration. Traditionally, the researchers tackling the research field known as
Enterprise Application Integration (EAI) and the practitioners of EAI in companies
addressed the integration of systems within the same organization with little or no concern
for security and data privacy. Nowadays, application integration activity inherently
transcends a company’s systems (and boundaries), requiring data exchange between
systems from different organizations. In smart cities, for instance, integration extends
beyond a single company, involving public and private systems. Therefore, integration
moves beyond connecting systems within a “single-organization” ecosystem and
demands connecting systems within a “multi-organizational” context in which systems
from different organizations not only have to share data, but have functional
dependencies. All these systems contain regular and sensitive data that has to be shared
as well as functionalities that can be reused to support the business processes in
companies.
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In this context, challenges arise, such as creating an environment where data
owners feel comfortable sharing their data. This requires security and privacy guarantees.
The “piece of software” that connects these systems is what we technically call a
decentralized integration solution supported by privacy enhancing technologies, through
which data is securely processed and flows from one system and organization to another.
The entity managing the integration solution must not have access to or filter such data,
which is why these solutions need to be designed and run on a new model, a decentralized
model. That is the challenge! How can we develop and implement these integration
solutions? The challenge is related to (i) the high costs (particularly in effort and time) to
establish such integrations and (ii) the nature of the technologies often used to integrate,
which are majorly proprietary and provided by BigTechs (such as Google or Meta). As a
consequence, current integrations (called centralized - In this context, centralization refers
not to a single point of failure as a server, but to who has the control of the integration
solution), suffering from the typical problems that arise from this fact, including data
leaks and misuse (see cases like Cambridge Analytics and Facebook, where companies
exploited user data in an unethical manner and had the potential to use it to manipulate
public opinion; this was one of the biggest data privacy scandals in history, involving the
misuse of information from millions of Facebook users for political purposes), privacy
and security issues, and dependency or technological fragility problems, making Brazilian
governments and enterprises dependent on BigTechs. Thus, we propose a new
perspective on integration: a decentralized integration of information systems and its
secure execution using emerging trusted hardware environments. This concept extends
beyond traditional interoperability and aims to facilitate security, privacy, and self-
sufficient interactions between systems and technolo- gies in contexts such as in smart
cities [Graciano Neto and Kassab 2023].

2. Why is it critical for the community to direct efforts toward overcoming
it?

Integration is needed to interoperate information systems. While interoperability ensures
that systems can understand and process shared information across different levels,
syntactic, semantic, technical, and organizational, integration is about creating the
physical and technical pathways that enable interoperability to happen [Franca et al.
2024]. In other words, integration is the foundation upon which interoperability is built.
Traditional EAI integration has long been a research focus [Hohpe and Woolf 2004], but
the real challenge today lies in integrating systems from distinct organizations while
ensuring, from a technical perspective, data privacy and security. While full
interoperability has been pursued between 2016 and 2026 at multiple levels [Maciel et al.
2017], the next challenge is endowing integration solutions with privacy and security
guarantees. To achieve this, we must explore new strategies, such as decentralized
models and emerging technologies.

A decentralized integration seeks to give organizations control over their data
while reducing dependency on a third-party. One approach gaining traction to endow
security and privacy at execution time is the use of Trusted Execution Environments
(TEEs) [Schuch et al. 2024], which allows software engineers to create secure en- claves
where sensitive data is processed without exposing the data. TEEs like Intel SGX and
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ARM Morello Boards enhance security by isolating sensitive computations. Hence, it is
a critical advance in that area because it comprises (i) data privacy and security, a current
important concern, and (ii) this also promotes the Brazilian technological sovereignty.

3. What are the risks if we fail to make progress in addressing it?

The lack of progress in decentralized integration may limit national competitiveness and
technological sovereignty in integration solutions.

4. What other problems, areas, fields of knowledge, actions, initiatives,
technolo- gies, etc., are related to this challenge?

This challenge is linked to several other challenges previously proposed by the
community that still require advancements: Smart Cities, Systems-of-Information
Systems, Full Interoperability, and the Open World [Araujo et al. 2017].

5. Final Remarks

Decentralized integration is a crucial challenge for information systems, requiring new
methods to ensure security and sovereignty. The research agenda ahead must focus on
developing technically feasible, socially impactful, and high-quality solutions while
ensuring that the scientific apparatus supports the development of decentralized
integration frameworks. By advancing these efforts, we can lay the foundation for a
future where integration is democratized, independent from BigTech dominance, and
truly aligned with the needs of an open, interconnected and secure world.
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